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Welcome to the DataDirector for
SuperOffice CRM 1

Introduction

DataDirector, the tool that prevents unauthorized access to your SuperOffice® CRM
data.

InfoBridge DataDirector enables the possibility to define roles and rights for each
individual user that uses SuperOffice for Windows, SuperOffice Web or any client that is
based on SuperOffice NetServer technology.

Rights are synchronized to (Remote) Travel users and Satellites and can be configured
from the central database.

What is DataDirector

DataDirector Admin

DataDirector Admin gives you the access to the configuration of DataDirector. The
configuration of DataDirector is done on a user level. These user levels are in principle
the same as SuperOffice Admin roles.

NOTE
The DataDirector Roles are different from the SuperOffice roles; they are not linked or
otherwise connected to each other.

Roles and Rules

Every DataDirector Role contains one or more DataDirector Rules. Every rule consists
of one or more rights to apply. Basically, each rule lets you define which rights you want
to apply under what circumstances.

Rights

Rights can be applied on field level and on card level. Depending on the rule type and
functions in SuperOffice CRM, different combinations of rights can be set on cards and
fields.

= Create; Sets rights to add new cards.

= Read; Sets rights to read/view the entire card or the specified field.

= Update; Sets rights to edit or update the entire card or the specified field;
= Delete; Sets rights to delete entire cards.

Within each rule one or more rights can be defined.

Criteria
= Criteria can be done on field level; Field level example: 'is the "category" field equal

to "Customer™".

= Criteria can be done on related entity level; Entity level example: 'has this "contact"
one or more "Sales" linked to it'.

= A combination of the two criteria types is also possible; Combination example: 'One
or more Sales with an amount that is higher than 1000 linked to it'.



Data objects
= Rights and criteria are available on SuperOffice Entities:

Contact.

Person.

Project.

Sale.

Appointment (Appointment, Task, Phone call, Document).

Selection.
User Defined Fields
Rules that are configured for "User Defined Fields" (UDF’s) are actually configured on
the data columns. If these UDF’s are changed by publishing a new UDF version from

SuperOffice Admin (recognized by a new template variable for that field) it is necessary
to (re)start DataDirector Admin.

On startup of DataDirector Admin the new version of the UDF’s will be applied on the
rules that were previously configured.

NOTE

If a new UDF version is published without launching DataDirector Admin after the
publication, users might have access to one or more UDF’s to which the users did not
have access before. Remember to run DataDirector Admin and verify after publishing
UDF's.

Getting Started

After starting the DataDirector Admin you will be prompted for your SuperOffice login
credentials.

LOGIN — X
DataDirector Admin

Username:

Password:

Cancel | ‘ oK

NOTE
To be able to log in make sure that you are a valid SuperOffice Admin User and have
a valid license for SuperOffice.



‘SuperOffice CRM

The User Interface

After logging into the InfoBridge DataDirector the status screen will be presented to you.

The left column is the 'Navigation Pane' of InfoBridge DataDirector and gives you
access to all parts of the program; The navigation pane consists of 3 main groups, click
on the group button to show the underlying menu items:

= Status, allows you to view the status of DataDirector, you can see the license
details and the users that are using the DataDirector security settings;

= Users, shows you all the SuperOffice users who can use SuperOffice in their daily
work; Here you must set the rules for the individual user or users;

= Roles and Rules, allows you to configure all necessary security restriction that can
be set for the SuperOffice users.

E DATADIRECTOR ADMIN :.El?z'
DataDirector Admin u
K sans Status

:-,Q\ Users

“

™
Roles and Rules
&5 showLicense

License status: You currently own a valid paid license.

SuperOffice serial:

L
B oTotal user licenses: 28

Used user licenses: 0

4
28 Licenses Available user licenses: 28

0Rules

Pause DataDirector authorization (affects all usersie OFF
Loggedin as: thsp Set advanced diagnostics logging for Windows plug-in {use onby for testingl: OFF
G\ Refresh(F5) Set advanced diagnostics logging for web plug-in (use only for testing!x OFF
o About Set high cacherefresh rate for plug-ins (useonly fortesting!): OFF

TIP

You can always press 'F1' or click the 'Help' button in the lower left corner to show
context sensitive help about the current screen.

This getting started guide gives you a brief overview of the InfoBridge DataDirector
features, benefits and some related concepts. The purpose of this section is to get you

up and running as quickly as possible. If these instructions are not clearly enough, you
can always learn from other topics in this manual

DataDirector Status

Status screen

After logging in the welcome screen is shown and shows important information. The
information that is displayed is explained in detail further on in this manual.
You must have administrator privileges (SuperOffice) to use DataDirector Admin.



DATADIRECTOR ADMIN DE'S@I

DataDirector Admin

B3 siots

Status u

.ﬂ\ Users
]
™
Roles and Rules
&S 0 ! Show License
License status: You currently own a valid paid license.
SuperOffice serial:
il
B Total user licenses: 28
i Used user licenses: 0
"
28 Licenses Available user licenses: 28
0Rules
Pause DataDirector authorization (affects all usersik OFF
Logged inas: thep Set advanced diagnostics logging for Windows plug-in {use only for testing!s OFF
U Refresh(F5) G set advanced diagnostics logging for web plug-in (use only for testing! OFF
o About Sethigh cacherefresh rate for plug-ins (useonly fortesting!): OFF
A Status: Shows the following information

= 'Getting Started' manual;

= 'Help' manual,

=  Show license button;

= License Status;

=  SuperOffice Serial number;

=  SuperOffice Version;

= Total user licenses;

= Used user license (how many users depend on DataDirector);

= Available user licenses;

= Pause DataDirector authorization (affects all users!);

= Set advance diagnostic logging for Windows plug-in (use only for testing!);
=  Set advance diagnostic logging for Web plug-in (use only for testing!);
= Set high cache refresh rate for plug-ins (use only for testing!).

B Navigation Pane: Shows the following information

= Status;

= Users;

= Roles and Rules.
C License Info: Shows the following information

= Licenses; Display the available licenses.

= Rules; Show how many rules you have set for every role.
D Buttons: Shows the following information

= Refresh (F5); Refresh the screen and settings.
= Help; Show context sensitive help based on the active panel.

= About; Information about InfoBridge DataDirector.




DataDirector Users

Users screen

This screen shows all the users that are available in SuperOffice as associate.

DATADIRECTOR ADMIN - = %
DataDirector Admin Q
B sos Users <
gi\ Users
29 Roles and Rules | Users:|
User I Authorization User Mame Company Name SuE
CAPD Carlo Pompen InfoBridge B.Y. Infal
El Ejournal Ejournal InfoBridge B.Y, Serv
HE Henk Bergevost InfoBridge B.Y, Infol
HEPE Henny Peeters InfoBridge B.Y, Infol
AW IMatthijs Wagemakers InfoBridge B.Y. Infol
PIERRE Pierre van Mever InfoBridge B.Y. Infol
S¥STEEM Systeem Systeem InfoBridge B.Y. Infol |
4| THSP Thomas Speekenbrink. InfoBridge B.Y. Infol

350 Licenses

0 Rules

Logged in asiHE

—
W Refresh (F5) 4 | m »

9 Help Edit Report

o About Show retired users. Only show enabled users. Na group by El

In the right panel of the main screen you see the user list. For these users you can set
the DataDirector Authorization.

REMARK
When you enable a user in DataDirector Admin you consume 1 DataDirector user
license.

This column header Shows this

User ID The user login name for SuperOffice.

Authorization Is this user enabled or disabled.

User Name The full name of the user.

Company Name The company name the user belongs to.

SuperOffice Group The SuperOffice user group the user belongs to.

Description Description of the roles and rules that apply to this
user.

Edit Edit the "Roles and Rules" for this user.

Report Create a report for the selected user or users.

Show retired users Show the names of the users that are retired.

Only show enabled users Show only the users that are enabled for
DataDirector Authorization.

Group By Group by Company name, SuperOffice Group, etc.

DataDirector Roles

Roles and Rules screen

This screen shows all the Roles and Rules.



DATADIRECTOR ADMIN - = X

DataDirector Admin "
K s Roles and Rules P v
;&\ Users
2 Rol d Rul Roles: |
.7 Rolesand Rules | Roles: |
Rank * Name: Destri...
4
350 Licenses =
H 3New Edit €. Delete Up Down Report Export h Import
W
{Rules:}
Rank ~ Entity Desdri...
0 Rules
Logged in asiHE
/a Refresh (FS)
9 Help
o About MNew Edit @ Delets Up Down Report Export Import

In the right panel of the main screen you see the roles and rules settings. Here you can
add different roles and rules.

The roles settings list has the following elements:

New Add a new role to DataDirector.

Edit Edit an existing role.

Delete Delete the existing role.

Report Create a report for the selected role or roles.
Export Export all the roles to a file.

Import Import all the roles into DataDirector Authorization.

The rules settings list has the following elements:

New Add a new rule to DataDirector;

Edit Edit an existing rule;

Delete Delete the existing rule;

Report Create a report for the selected rule or rules;
Export Export all the rules to a file;

Import Import all the rules into DataDirector Authorization




Navigation Pane

DataDirector Admin

DataDirectar Admin DataDirector Admin

Bl stots Opens the default status window
23,\ Users = Status; The "Status" screen is presented to

™
an Roles and Rules

350 Licenses

0 Rules

Logged in as:HB

3 Refresh (FS)

you when you start the InfoBridge
DataDirector;

Users; The "Users" screen show all the
users that exists in SuperOffice;

Roles and Rules; In the "Roles and Rules"
screen you can set the active roles and rules
for the users;

Licenses; Shows the available licenses;
Rules; Shows how many rules you have set;

Help; The help file will be opened (topic
based);

About; this shows information about the
version of the product you are using.

e Help
@ oo
EditRole Role
Role Settings Opens the Role settings window.

Aroleis just agroup containing
one or more rules.

The role's name will be shownin
SuperQffice tooltips when
functionality is blodeed.

Edit Rule

Rule Settings

Rule Results; The following rights will ..

Rule Criteria; When all of the followin...

The rule'sdescription will beshown in
SuperOffice tooltips when functionality
is blodeed.

Be awarethatin caseyou don'tdefine
any criteria, rights will always be
applied for this rule.

Role Settings; Here you can set all the roles
you want for your SuperOffice Database.

Rule
Opens the rule settings window.

Rule Settings; here you can specify the
entity the rule applies to.

Rule Result (The following rights will be
applied); Here you can set the rule results
for the selected entity.

Rule Criteria; here you can set the specific
criteria for the selected entity.



DataDirector Configuration

Roles

Create arole
Within a role the rights are defined; these rights are configured in a rule.

A role can hold one or more rules that will be eventually applied to the object that you
are applying rights to.

DATADIRECTOR ADMIN - = X
DataDirector Admin ”
B sous Roles and Rules P (V]
B vses
-
™~
& RolesandRules {Roles: |
Rank ~ Name Desdi....
[l
4l @ new Edt €3 Delete Up Dowin Repart Export ¥ Import
350 Licenses h! —
il
Rank * Entity Descri...
0 Rules
Logged in as:HB
e Help
o About Nev Edit €9 Deletz Up Down Report Expi

How to create arole?
1. Select the "Roles and Rules" menu item in the navigation pane.
2. Click on the "New" button in the "Roles" part of the screen.

3. The role dialog will be shown.

.
EDIT ROLE - X

EditRaole
Role Settings

Role Settings

Name (Required}

Description (Optionalk

| Previous || Next | | Cancel || Save |

4. Give the role a name (choose the name carefully in case of maintenance). This is
required;

5. Give the role a meaningful description;



]

EDIT

EditRole

Role Settings

Role Settings

Name (Required e
Read Company card
Description (Optionall

Only viewing is alowed for this role.

Previous Next

ROLE - X

K

6. Press the "Save" button.

After you have saved the role the dialog is closed and the role is added to the Roles

list.
DATADIRECTOR ADMIN - = X
DataDirector Admin H
B 5o Roles and Rules é@
wnles a1in wre2 .\
B vees

D oles andules

350 Licenses

0Rules

Logged in as:HB

‘@ Refresh (F5)

9 Help
i e

@ new  ~Edt EYDelez ) Up € Down

[Roles|
Name ~ Desaription
iRead Company card _ Only vieving s ail this role. |
d
4 @ new Edit €Yelete Y up (B Dovn Report Ex Export Ez Import
d
[Rules:|

Report £ Export ¥z Import

The next step is to add rules to the new role.

Edit arole

Once arole is created it is still possible to change the name and the description text of

that role.
DATADIRECTOR ADMIN - & X
DataDirector Admin n
B s Roles and Rules v
wales ailm wries A
B vses

D Roles and ules

[Roles: |
Name ~ Description
Read Company card_ Only viewingis, thisrale, ;

350 Licenses

0 Rules

O New edit €Ypelet= up (D oown

Report = Export 7 Impart

[Rules: |

Lagged in ss:HE

‘G Refrash (F5)

9 Help
[

@ new  Edit €3 elete G up (B Down

Report & Export £z, Import

11



How to edit arole?

1. Select the "Roles and Rules" menu item in the navigation pane;
2. Select the role you want to edit;
3. Press the "Edit" button or double click the role you want to edit;
4. The role dialog will be shown;
EDIT ROLE - X
e Role Settings
Role Settings
Name (Required e
Read Company card
Description (Optionall
‘ Only viewing is alowed for this role. :l
I
=
| Previous ‘ | Next Cancel | | Save

5. Change the role name;
6. Change the role description;
7. Press the "Save" button.

After you have saved the role the dialog is closed and the role is refreshed in the Roles
and Rules list.

Delete a role

If you want to delete a role make sure that deleting it will not trigger an ‘unsafe’
situation.

NOTE

If the role is still in use, deleting the role may expose data to that user that is normally
not allowed to view or edit.

DATADIRECTOR ADMIN - = X
DataDirector Admin N
& sious Roles and Rules «e®
B vsers
S
:'-» Roles and Rules {Roles: |
Name Description
Read Company card  Gnly viewingis allowed for this role.
d
350 Licenses
H @new  Edt € pelete Y up (B Dovn Report £ Export Ez Import
)
{ Rules: |
0RUEs
Logged in as:HB
G RefreshFs)
9 Help
o About O New ~edt €Ypelete @ up (D oown "Report £ Export & Import

How to delete arole?
1. Select the "Roles and Rules" menu item in the navigation pane.

2. Select the role you want to delete (you can't select more than one role for deletion).



Press the "Delete" button.

4. A message will appear to inform you that you are deleting a role and all the
depending rules.

5. If you are aware of the consequences you are going to take press "Yes", else press
"NoO".

After you have deleted the role; the list is refreshed in the Roles and Rules list.
Export arole

For backup or exchange purposes DataDirector Admin offers an import and export
function for roles.

NOTE
When you export roles from DataDirector Admin all the rules that belong to the role are
also exported.

How to export arole?
1. Select the "Roles and Rules" menu item in the navigation pane.

2. Select the role or roles you want to export (hold the CTRL or SHIFT button to select
more than one role).

Press the "Export" button.
A save dialog will appear.
Give the export file a descriptive name.

Press "Save".

N o gk~ o

You are done exporting roles.

Import arole
For backup or exchange purposes DataDirector Admin offers an import and export
function for roles.

{ Roles: |

Mame * Description

MNew Edit Delete Report Export ;—;‘Import

How to import arole or roles?

Select the "Roles and Rules" menu item in the navigation pane.
Press the "Import" button.

Select the file that holds the roles you want to import.

Press the "Open" button.

o kw0 NP

A message appears to you with an overview of the roles that will be imported;

InfoBridge DataDiredor

Searching for roles in'C:\Users\Eek\Desktop\1.xml":
1. Rolefound: Read Company card "Only viewing is allowed for this role.

ARE YOU ABSOLUTELY SURE THAT YOU WANT TO IMPORT THESE ROLES?

e

13



6. If you are sure you want to import the roles press "Yes", else press "No";

7. You see that the roles appear in the screen Roles and Rules; also the depending
rules are imported;

8. You are done importing roles.
Rules
Create arule

In a rule the rights are defined; a rule can hold one or more definitions for the object that
you want to secure.

DATADIRECTOR ADMIN _ = X
DataDirector Admin ~
B seons Roles and Rules «e®
A vses
=l
~
D rolesand Rules [Rolest |
| Name ~ Description
Read Company card _Only viewingis allowedforthisrole, ;
d
350 Licenses
4| @ new edt €)oelete @ Up (B Down Report ¥ Export b Import
i
{Rules: |
0Rules
Logged in as:HE
G Refresh (Fs)
9 Help
Q@ oo Onew  “edt @oeler Qup B oovn Repott E2) Export £z Import

How to create arule?

1. Select the "Roles and Rules" menu item in the navigation pane;
2. Select the Role where you want to add the rule or rules too;
3. Click on the "New" button in the 'Rules' part of the window;
4. The rule dialog will be shown;
ﬂ EDIT RULE - = ¥
i Rule Settings
Rule Settings
Rule Results; The followingrights will. ERre
Rule Criteria; Whenall of the followin
Contact (Companies) [-]
Description (Optional)
=l

f

[

d
The rule’s description will beshown in
SuperOffice tooltips when functionality
is blodced.
Beawarethatlrr: Eas-Elrn\u‘dmkl:mEﬁnE
misrormere o | eeves | [ e [ ol [ me |

5. Select the "Rule Settings" menu item in the navigation pane;
6. Choose a 'Entity' from the list;

In our case select 'Contact (Companies)'.

7. Fillin a meaningful description (this is optional);



8. Select the "Rule Result; The following rights will be applied" menu item in the

navigation pane;

Therule's description will beshawnin
Super0Office tooltips when functionality
is blodked.

Be aware thatin caseyou dont define

any criteria, rights willalways be
applied forthis ruls. ﬂl Next

EDIT RULE - = X
EditRul S ; .
ERE Rule Results; The following rights will be applied:
Rule Settings e LERMIEEY e Tonnand e s ne ahhneo:
Rule Results; The followingrights wil. . Target Create | Resd | Updste Delete | Del. Result
Rule Criteria; Whenall of the followin... |{] % j r r r r

Cancel Save

9. Select a 'Target' you want to set the rule for (these are the field names of the

selected entity including the 'more’ and ID fields);

In this example we selected the target ‘contact.name, Name'.

10. Select the security option you want to set for the selected field (default the options

'Read' and 'Update' are set);

You can choose 'Create’, 'Read’, 'Update' and 'Delete'

3 contact.name, Mame ﬂ r = =
* = - I r

REMARK

Depending on the target you choose the options 'Create’, 'Read’, 'Update' and

Target Create  Read Update | Delete | Del. Result

| Delete

-

'Delete’ are already set for you. The gray background tells you that the option can't

be chosen for the selected field.

In this example we unchecked the "Update" option;

11. When you have set enough rights for this rule you can press "Save";
The rights are set for the Company Card on the field '‘Contact.Name' for the

selected user;

Read Campany card.. Only viewingis allawedsar thisrale,

350 Licenses

O New Edit €Ypelete Q) up B Down

DATADIRECTOR ADMIN - & X
DataDirector Admin h

B s Roles and Rules ‘0
et o1 e

B vses

™ Roles and Ruks Roles:

L v Rl
Name ~ Description

" Report E# Bport £ Import

[Rules:
Entity * Description
0 Rules Contact Read only company name.
Logged in as: HB
Q" Refresh (F5)
@
o About O new ~edit €)Delete @) up €D Dovn Repot §# Bxport E Import

Test the rule in SuperOffice and you see that the user can't change the name of the

company when you are in SuperOffice edit mode.

15



Setting Rule Criteria

REMARK
You don't have to set the Rule Criteria if the rule is not depending on any criteria.
EDIT RULE - = ¥
Edit Rule

Rule Criteria; When all of the following criteria are met:
Rule Settings TR TTFEIER PACTER T, (711 (TS, MRy r M| e =i e

Rule Results; The followingrights will. Target Operator Value Del. Criteria

Rule Criteria; Whenall of the followin. * ﬂ

The rule’s description will beshown in
SuperOffice tooltips when functionality
is blodced.

Beaware thatin case you don't define

any criteria, rights will always be )

12. When you want to set special criteria for the field you selected earlier select Rule
Criteria from the navigation pane;

13. Select the Target' you want to set the rule for (these are the field names of the
selected entity including the 'more’ and ID fields);

14. Select the 'Operator’ from the list (this list depends on the field type that is selected);

15. Fill in the 'Value' that must be evaluated (this depends on the 'Operator' you have
chosen);

17. When you have set enough rights for this rule you can press "Save";
18. Now you have set rights for the user you selected.

Edit arule

Once arule is created it is still possible to change the rule and the security that the rule
holds.

n DATADIRECTOR ADMIN - o X
DataDirector Admin ~N
B s Roles and Rules ‘o
voe? ann wnies
A v
(Roler}
D roles andrules [Roles:
Name * Description
Read Company card  Only viewingis allowedfor thisrole.
4
350 Licenses : . 5 §
| @new Edit @ pelete @ up ) Dovn 7" Reportt E# Bxport Eps Import
k)
[Rules:
Entity * Desaription
. Contad Read only company name.
Welcame Henk Berasvost
Q" Refresh (Fs)
9 Help
i @ new  ~edit € Delete €Y up D Down Report E# Bxport E Import

How to edit arule?

1. Select the "Roles and Rules" menu item in the navigation pane;
2. Select the role that holds the rule you want to edit;



3. Select the rule you want to edit;

4. Press the "Edit" button or double click the rule;

5. The rule dialog will be shown;

[ EDIT RULE - = X
EditRule -
Rule Settings
Rule Settings
Rule Results; The following rights will.. Entity:
Rule Criteria; Whenall of the followin
Contact (Companies) [=]
Description (Optional}
Read only company name, d
4
4
The rule'sdescription will beshown in
Super0ffice tooltips when functionalty
is blocked.
Beawarethatin caseyou don't define
any criteria, rights will always be — S —e—
applied forthis ruie. [ grevies || mew | [ ool || s |

6. You can change the "Rule Settings", "Rule Result" and the "Rule Criteria";

7. You can switch between the menu items by using the "Previous” and "Next";

8. When you are done with your changes press the "Save" button.

After you have saved the rule the dialog is closed and the rule is refreshed in the Roles

and Rules lists.

Delete a rule

If you want to delete a rule make sure that deleting it will not trigger an ‘unsafe’

situation.

NOTE

What goes for a role also goes for a rule; make sure that deleting the rule will not
expose data to a user that he or she is normally not able to view or edit.

DATADIRECTOR ADMIN - = X
DataDirector Admin n
B st Roles and Rules e®
)
.’;ﬁ\ Users
™
i Roles and Rules {Roles: |
MName ~ Description
Read Company card  Only viewingis allowedforthisrole.
i
350 Licenses -
i @ new edt €Yoelete D up D oown Report E# Bxport £ Import
i —
{ Rules: |
Entity * Description
O Rules Contad: Read only company name.
Logged in as: HB
l? Refresh (FS)
e Help
@ oo ) new Edi €Ypelete @ up €D Down "Repot EA Export B Import

How to delete arule?

1. Select the "Roles and Rules" menu item in the navigation pane;

2. Select the role you that holds the rule you want to delete;

3. Select the rule you want to delete (you can't select more than one rule for deletion)

17
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Press the "Delete" button;
A message will appear to inform you that you are deleting a rule;

If you are aware of the consequences you are going to take press "Yes", else press
"NoO".

After you have deleted the rule; the list is refreshed in the Roles and Rules lists.

Export a rule
For backup or exchange purposes DataDirector Admin offers an import and export
function for rules.

NOTE
When you export rules from DataDirector Admin only the selected rule or rules are
exported.

Entity Description
Contact .| Read anly company name. ;
D New "Edit Q Delete ) Up ’:‘ Down "Report s___"\ Export ?7"‘ Import

How to export a rule?
1. Select the "Roles and Rules" menu item in the navigation pane;
2. Select the role that holds the rule or rules;

3. Select the rule or rules you want to export (hold the CTRL or SHIFT button to select
more than one rule);

Press the "Export" button;
A save dialog will appear;
Give the export file a descriptive name;

Press "Save";

o N o o &

You are done exporting rules.

Import arule
For backup or exchange purposes DataDirector Admin offers an import and export
function for rules.

Rules: |

Entity * Description

MNew Edit Delete Report Export ?:"-Import

How to import arule or rules?
1. Select the "Roles and Rules" menu item in the navigation pane;
2. Select the role that must hold the rule or rules;

3. Press the "Import" button of the rules part of the screen;



Press the "Open" button;

© 0 N o o &

You are done importing rules.
NOTE

You can combine the rules as follows:
When you have created a rule “No change allowed if the sale amount is greater than
50.000” you can add another rule like “Changes allowed if the sale amount is below
100.000”.Then you have an “IF’statement.

Enable DataDirector Roles

To activate the role and the accompanying rules for the selected user follow the steps

below.

NOTE

Select the file that holds the rules you want to import;

A message appears to you with an overview of the rules that will be imported;
If you are sure you want to import the rules press "Yes", else press "No";

You see that the rules appear in the screen Roles and Rules (rules);

You can select more than one user.Hold the SHIFT key and select the users to set the

rules for.

1. Select the user option in the DataDirector Admin.

DataDirector Admin

B sons
A uses
e

-
an Roles and Rules

Users

DATADIRECTOR ADMIN - = X

A

UserID | Authorization

{Users: |

SuperOffice Group

Description

THEP Enabled

infoBridge.

Contact{Ci Eerso

350 Licenses

0Rules

Logged in os:HB

@ Refresh (Fs) 4

e Help Edit

|

Report

o Abowt

Showretired users.

+# Only show enabled users.

Licenses available: 340

2. Double click on the user you want to activate.

Edit User THSP"
Erser User Settings

User Settings

)
UserRoles ¥ Enable DataDirector authorization.

EDIT

USER

———{ Enable authorization on thefollowing enfities:}————————

¥| Contact (Companies)
Person (Contads)
Project
Appaintment (Follovi-ups, Do wments)

Sale

Enabling authentication ona user
will consume 1userlicense.

"THSP' - X

| selectall |

‘ Select None |

Don'tforgetto assignroles to the E—
user. | e H et

Save | |

Cancel

3. Select "User Roles".

19
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Edit User THSP User Roles
User Settings Azel Lnies
PR Available:
Rark " | Name Description
1 Read Company Card  Only Viewing is
2 Edit Company Card  Editis allowed

]

Enabling authentication ona user
vill consume 1 userlicense.

[

Don'tforgetto assignroles to the

user. Previous Next

EDIT USER "THSP"

Selected:

- X

4. Select the role you want for the selected user;

EDIT USER 'THSP' _ X
Edit User THSP'
User Roles
User Settings N2l woies
UserRoles
Available: Selected:
Rank * | Name Description
1 Read Company Card_ Only Viewingis
2 Edit Comp, Editis allowed
a sz
4
Enabling authentication ona user
will consume 1userlicense.
L] —| o
Don'tforgetto sssignroles tothe
user, Previows Next Save Cancel

5. Press the ">>" button to apply the role to

the selected user.

EDIT USER 'THSP' _ X
Edit User THSP'
User Roles
User Settings NBE1 LAIe?
UserRol
N— Available: Selected:
Rank ® | Name Description Rank~ | Name Description
2 Edit Company Card  Editis allowed f¢ 1 Read Company Card  Only Viewing is
-~
4
: <<
[
Enabling authentication ona user
will consume 1userlicense. 5 _’I 3 _’I
Don'tforgetto assignroles to the -
user. Previous Next Save Cancel

6. You can see that the role is now activated

7. Press "Save" to finally activate the role.

for the selected user;



DATADIRECTOR ADMIN - 5 X
DataDirector Admin Q
B seous Users ‘S
A s
Do roles andrutes [Usermi}
U... | | UserName ¢ Super... | Description
THER” EThoma bk T InfoBridge Authorization: Contact (€ Holes: fead Company Card |

350 Licenses

6 Rules

Loggedin as:HE

@ Refresh (F5)
e Help “Edt

@ oo Show retired users.

Report

| anly show enabled users.

When you return to the main screen of the DataDirector Admin - Users you can see in
the description of the user what role and rules are enabled for the selected user.

Disable DataDirector Roles

To de-activate the role and the accompanying rules for the selected user follow the
steps below.

1. Select the user option in the DataDirector Admin and click on Edit;

DATADIRECTOR ADMIN — O ¥
DataDirector Admin
B saos Users < a‘
.g'b Users
[} (Users]
an Roles and Rules IU;E@.}
User ID Authorization User Name Company N... SuperOffice Group Description
THEF Enabled Thama: i i nfoBridas. ization: Contad (C s esn
350 Licenses.
0 Rules
Logaed in as:HB
G Refresh (F5) 4 3
@ e Edit Repott
o About Showretiredusers. 4 Only show enabled users. Licenses available: 348

2. De-select the "Enable DataDirector authorization" option for the selected user;

EDIT USER "THSP® - X

Edit User THSP'

User Settings
User Settings

UserRoles

Enable DataDirector authorization.

4( Enable authorization on the following entities: |7

4| con anies)

Enabling authentication ona user
will consume 1 user license.

Don'tforgetto assignroles to the
user.

3. Press "Save" to finally de-activate the role for this user.
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When you return to the main screen of the DataDirector Admin - Users you can see
in the description of the user that the role is removed.

DataDirector Reports

User Report

For documentation purposes it is possible to create a report of all the users that have

authorization set in DataDirector Admin.

NOTE

All reports are presented in HTML format to profit from the many options that most
browsers have to save the reports to different file formats

DATADIRECTOR ADMIN — = X
DataDirector Admin Q
B s <
= Users >
2 Uses
D)
Doy roles enduies {Users:}
User b | Authorization | User Name Company N... | SuperOffice Group | Description
e Enabied Thoma i i TnfoBridae zation: Contact (Companies), Farso

350 Licenses

ORules

Logaed in 3siHEl

G Refresh (F5) 4

[7 23 Edit

I

Report

o About Showretiredusers. ¥ Only show enabled users.

Licenses available: 349

How to create areport of users and their authorization?

1. Select the "Users" menu item in the navigation pane;

z more than one user);

3. Press the "Report" button;

4. A save dialog will appear;

5. Give the report a descriptive name;

6. Press "Save",

7. The report is saved and opened in the browser;

{~ InfoBridge DataDirector Report - Windows Internet Explorer

s Favorites | 75 (@ Suggested Sites - 8] Wb Sice Gallry ~

(& Infobridge DataDirector Report | | -8 -

5+ |&] cosersieekipesktonReport_Users.him =l [Sene

“] g v Page~ Safetys Tooks+ @~

=loi |

Select the user or users you want to report (hold the CTRL or SHIFT button to select

User THSP (Thomas Speekenbrink):

Gompany Name: InfoBridge 8.V
Superoffice Group: infoSridge

Authorization: Contaet (Compariies), Person (Contacts), Project. Appointment (Foilow-ups, Documents). Sale Roles: -

Done [ [ [ [ [ [/ computer | Protected Mode: Off [va - [®100% -

Vs

8. You are done creating a report of the users and their authorization set.



Role Report

For documentation purposes it is possible to create a report of all the roles and rules
that consist in DataDirector Admin.

NOTE
All reports are presented in HTML format to profit from the many options that most

browsers have to save the reports to different file formats
The following reports of Roles and Rules you can be generated:
= Roles associated with their rules;

= Rules only.

[ DATADIRECTOR ADMIN - =X
DataDirector Adnin N
B soons Roles and Rules Py
A use
i
:q Roles and Rules {Roles: |
Name * Desaription
Fead Company card. Oniy viewingis allowedfor thisrale.
4
350 Licenses f =
Bl @ new edt €Ypelet: @ up B oown Report §4 Export ¥z Import
4
{ Rules: |
Entity ~ Description
L Rules Contact Read only company name.
Logged in as:HB
O Refresh (F5)
9 Help
o About Qnew ~edit € oelete @ Up B Dovn Repot E2 Export Eb Import

How to create areport of roles and their associated rules?
1. Select the "Roles and Rules" menu item in the navigation pane;

2. Select the role or roles where you want to report (hold the CTRL or SHIFT button to
select more than one role);

Press the "Report" button;
A save dialog will appear;
Give the report a descriptive name;

Press "Save";

N o gk~ o

The report is saved and opened in the browser;
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e DataDirector Report - Windows Internet Explorer

) [&] c:usersiEekipesctopiRolesandrules Report.htm =] 23| B3 o Pl
¥z Favorites |3 (@ Suggested Sites - 8] Web Sice Gallery =

(& InfoBridge DataDirector Report | | fi-B -5 -

Role Read Company card:

Only viewing is allowed for this role.

Rule for Contact:

Read only company name.

The following rights will be applied:

Target Can Create Can Read Can Update Can Delete
contactname X

When all of the following criteria are met:

Target Operator Value

[Done: [ [ [ [ M computer | Protected Mode: OFf [va - [®R100% ~ ,

8. You are done creating a report of the role with all the rules it hold.

Rule Report

For documentation purposes it is possible to create a report of all the rules and their
associated rights in DataDirector Admin.

NOTE
All reports are presented in HTML format to profit from the many options that most

browsers have to save the reports to different file formats
The following reports of Roles and Rules you can be generated:
= Roles associated with their rules;

= Rules only.

DATADIRECTOR ADMIN - 5 X
DataDirector Admin N
K s Roles and Rules e®
B vses
-
~
ot Roles and Rules [Rales: |
Name * Description
e e |t e raEs sl
)
350 Licenses §
H @new et €)oelete @ up B oovn Report £z Export £z Import
)
| !
[Rules: |
Entity Description
1 Rules Contad Read only company name, +
Logged in as:HB
G Refrech iF5)
e Help
@ oo O new  Edit €Y pelete ) up (B Down Report ¥ Export ¥z Import

How to create areport of rules and their associated rights?

Select the "Roles and Rules" menu item in the navigation pane;
Select the role that hold the rule;

3. Select the rule or rules you want to report (hold the CTRL or SHIFT button to select

more than one rule);
Press the "Report" button;

A save dialog will appear;



6. Give the report a descriptive name;
7. Press "Save",

8. The report is saved and opened in the browser

{2 InfoBridge DataDirector Report - Windows Internet Explorer _1o[ x|

[] c\usersigekipeskion ke Reparthim =l [#2)[x|[= 5o pl-
e Favorites | 525 @ suggested Sites ~ ] Wieb Sice Gallry +

@ InfoBridge DataDirector Repart | | M - B - (0 - Page- Safety~ Took- @~

Rule for Contact:

Read only company name.

The following rights will be applied:

Target Can Create Can Read Can Update Can Delete

contactname X

When all of the following criteria are met:

Target Operator Value

[Done [ [ [ [ [ [ [ computer | Protected Mode: OfF [ - [®ww - 4

9. You are done creating a report of the rule with all the associated rights

DataDirector Options

Options

The "Status" menu holds some options that apply to the use and troubleshooting of
DataDirector.

Pause DataDirector authorization (affects all users!}: OFF
Setadwvanced diagnostics logging forWindows plug-in {use only for testing! w_‘
Setadvanced diagnostics logging forweb plug-in {use only for testing! = OFF
Set high cacherefresh rate forplug-ins {(useanly fortesting!): w_‘

= Pause DataDirector authorization (affects all users!):

Press on the “ON” or “OFF” button to pause DataDirector authorization to
temporarily disable DataDirector for ALL users. The plug-in is still needed on the
client PC.

= Set advance diagnostic logging for Windows plug-in (use only for testing!):

Press on the “ON” or “OFF” button if you want to enable log file creation when you
use the SuperOffice Windows Client with DataDirector.

NOTE
This has a high impact on the system

=  Set advance diagnostic logging for Web plug-in(use only for testing!):

Press on the “ON” or “OFF” button if you want to enable log file creation when you
use SuperOffice Web with DataDirector.

= Set high cache refresh rate for plug-ins (use only for testing!):

Press on the “ON” or “OFF” button if you not want to restart SuperOffice Windows
or Web Client every time you change or add roles and rules to DataDirector.
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